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These	lines	of	code	can	help	the	hackers	collect	images,	10-second	sound	clips,	and	location	
information	from	users’	phones	every	3	seconds,	and	upload	them	via	Wi-Fi.		We	are	
furthermore	comparing	the	modern	Trojan	with	the	old	Trojan	to	see	the	improvement	of	the	
modern	Trojan,	and	how	the	Trojan	hide	itself	from	the	anti-malware	software,	and	the	IPS	
system.		Both,	code	analysis	and	historical	comparison	are	critical	in	developing	patches	to	
prevent	the	process	of	such	unauthorized	data	theft.	
Although	many	Trojan	viruses	are	armored,	which	means	that	the	attackers	have	used	
advanced	methods,	such	as	encrypting	the	code,	or	added	useless	code	to	confuse	the	
cybersecurity	professional,	we	will	be	using	hackers’	actual	code	stubs,	obtained	from	public	
sources	such	as	GitHub,	in	order	to	get	around	this	obstacle.		This	analysis	will	support	our	
theory	that	most	of	modern	Trojan	viruses	are	intending	to	act	as	a	backdoor	for	granting	
unauthorized	accesses,	thereby	causing	bigger	destruction	while	more	skillfully	attempting	to	
evade	detection	by			common	countermeasures.	
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